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Hybrid Work and Digital Transformation are
Creating a New World of Possibilities

Hybrid Workforce Digital Transformation The Future of Business is Al-
is Here to Stay is Accelerating Powered

Businesses have a permanent CFOs say they will Nearly half (47%) of
hybrid work model maintain/increase their organizations identified Al as
(Zippia, 2023) digital investments their top tech budget item
(Gartner 2022) CNBC, 2023
P ——
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https://www.zippia.com/advice/hybrid-work-statistics/
https://start.paloaltonetworks.com/flexible-sd-wan-consumption-model.html
https://www.gartner.com/en/newsroom/press-releases/2022-05-19-gartner-says-78-percent-of-cfos-will-increase-or-maintain-enterprise-digital-investments-through-2023-even-if-inflation-persists
https://www.cnbc.com/2023/06/23/the-ai-spending-boom-is-spreading-far-beyond-big-tech-companies.html

Today’s Business Needs

3 | ©2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto“

NETWORKS.



-

Legacy Architect

Inconsistent Operations

Internet

; SaaS

Data Center
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The Implication of Direct-to-App
The Attack Surface Explodes

Data Center
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Optimal Security
User Experience
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Data Center
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The Industry Tried to Solve Secure Access with ZTNA 1.0
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ZTNA 1.0 Solutions Lack Fundamental Security Capabilities
Rely Primarily on “Security by Obscurity” or Keeping Apps Private
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Conceptually, Zero Trust Network Access Is Very Simple

Zero Trust Pc

All Users User App Device




But Zero Trust Network Access must apply to the Entire Enterprise
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Enterprise Zero Trust Network Access Is Impossible with Point

Products
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Continuous & Al-Powered Security Inspection of All Traffic

&
ESo

User-ID ' ' Internet
CONTINUOUS
TRUST
VERIFICATION 7N
Device-ID App-ID PUBL'C APPS ' ; SaaS
iy = ©
Least-Privilege Access T —

»

HIDDEN

Q Cloud
CONTINUOUS PRIVATE APPS ‘ ’
SECURITY
INSPECTION
Data Center
N
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Integrated SD-WAN Strengthens Security and Offers

Exceptional User Experiences
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Al-powered OPS

< VZero Trust Security

——

APp-Defined Fabric

Elastic Networks

Data Center



Prisma Access is a Globally Distributed Security Service hosted
on Hyperscalers

Internet
PRI SWM A ACCESS

Cloud
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Data Center

A aws

Google Cloud Wj
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data or my

crowhn jewels
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I'm uploading my
data in realtime to
the cloud

I'm pretty
sure that's
not how its
done
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Data ne

4 PRISMA ACCESS

CONTINUOUS
TRUST
VERIFICATION

CONTINUOUS
SECURITY
INSPECTION

Branch

ds to be strongly considered and secured

salesforce

oog

CASB / DLP scope

e SaaS app visibility and control,
shadow IT

e Comprehensive SaaS Security
Posture Management (SSPM)

e Best-in-class threat protection

e DLP inline and At Rest

e Insider Threat detection and
user behavior prevention

e Prevent Al/ML exfiltration

uuuuuuuu



New angle to think about your risk exposition:
GenAl COMPOUNDS DATA EXPOSURE PROBLEMS

) ® 95%+ of data exposed to
il D GitHub Coy G Mlc(r:osqlftt365 Al apps are sensitive
optio regulated enterprise

U
How do | safely enable Sanctioned GenAl? eclie

e Unstructured data &

messages evade
@ .l traditional file-based
m ChatGPT :/ VertexAl DLP
How do | control chatbot use across websites & apps? ¢ Adversarial use of GenAl

poised to create new
Saa$S attack surface

— @ grammarly @ Notion

How do | secure new productivity boosting GenAl apps?
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track and

monitor user
experience
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OBSERVABILITY

Dashboards

SASE Health Thre sights Applicatior

Subtenant 2

) Past 24 Hours v PA Location: All Source Location: All v

Current Mobile Users (172k)

21 Mar, 2023 09:45:00 AM

Know the health
and performance of

and
,from
a single dashboard

Shorten time to
incident detection

[
e ——————————————————————————————————————————————————————————————————————
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Achieve proactive incident management

Failure Event 1 @, Automated Incident Lifecycle

Failure Eve_'ht 2 af

o

Failure 3 ‘ .

Failure 4 ‘

,~':R°°t Cause Correlation and Impact Playbook Driven Positive Outcomes
Analysis Analysis Remediation o0 Best esaluilion

Mitigated risk

Reduced costly
downtime
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Why Enterprises Select Al-Powered ADEM
(Autonomous Digital Experience Management )

Technology Fast-Time-To-Value

@ %& it v @

Easy Setu - i i
S isaanElsiing AlOps Autormation Y P SASE - Native Enterprise Scale

| Driving Business Value for your Worforce and I Operations
67% 48%

Reduced Mean-Time-To-Repair Reduced Costly Escalations
(MTTR)
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The Industry’s Most Complete SASE Solution

©

Internet SaaS Public Cloud HQ Data Center

<\PRISMA’SASE

ZTNA NG CASB SWG Proxy SD-WAN

for Private App Access for SaaS App Access for Internet Access for Branch Connectivity

ADEM

for Digital Experience Management
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A Leader in the 2023 Gartner® Magic Quadrant™ for Single-Vendor SASE

Palo Alto Networks is the ONLY LEADER
in the Gartner Magic Quadrant for Single-
Vendor SASE

*Gartner, Magic Quadrant for Single-Vendor SASE, Andrew Lerer, Jonathan Forest, Neil MacDonald, Nat Smith, Charlie Winckless, 17 August 2023
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon
request from Palo Alto Networks.

Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or
other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all
warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiiates in the U.S. and intemationally, Magic Quadrant is a registered trademark of Gartner, Inc. and/or
its affiliates and is used herein with permission. All rights reserved.
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Figure 1: Magic Quadrant for Single-Vendor SASE

ABILITY TO EXECUTE

VersaNetworks @ @ Cato Networks

Fortinet @

@ Mware

o Juniper Networks

® Palo Afto Networks

Y Cisco

o Forcepoint

COMPLETENESS OF VISION

As of August 2023

© Gartner, Inc
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The Largest Organizations and Governments in the World
Use Prisma SASE
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The Unified Platform for

an Al-Powered Future
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