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Artificial Intelligence in Cyber Security
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. Al Is Statistics
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1950 1955 1956
Turing Test The Term Al Perceptron

K-Means Clustering \

1970s — 1980s 1986
Al Winter Backpropagation
Genetic Programming

2017 2017 2014 2011 2006 2005 1997 1995
Automated AlphaGo Alexa Watson Deep Self- | Deep Blue SAUE
recommenders Neural Driving LSTMs
surpass humans Networks Vehicles
2018 2020 2021 2021 2022 2023
OpenAil - OpenAl DALL-E Cancer ChatGPT Open Source LLMs
GPT launch Identification (GPT-3) LangChain

Vector Databases
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Al & ML leads to Industry 4.0

Industry 4.0 enabled by 10T, Big Data and Al
» |oT is the intelligent sensor
» Big Data will enable processing huge volumes of data

» Al will make sense of the data in decision making

Al helps transform raw data into power - Al will transform

businesses for sure
Mechanization, Mass produc.

Primarily Machine Learning and then the deeper aspects with  QEIEAIEAS CELT eSS RIS
: power electricity
Deep Learning

Al is-the bedrock on whichtndustry 4.0 relies on

I I I

T P 1 )

I 1 1

I 1 1 1

1 1 1 1

I I I I

1 ) ) )

| 1 1 1

1 1 1

1 1 1 1 1 1 1 1

1 1 1 1 I 1 1 1

1 1 1 1 1 1 1 1

' ' 1 1 1 | 1 1 1 1

' ' ' 1 1 | 1 1 1 |

' ' 1 1 1 | 1 1 1

' ' 1 | ] | | | |

' ' ' ' ' ' ' ' ' '

' ' ' ' 1 ' ' ' ' ' |
' ' ' ' ' ' ' ! ' '

' ' ' 1 1 1 1 1 1 1

' ' ' ' ' ' | 1 ' ' '

' ' ' 1 1 1 1 1 1 ' '

' ' ' ' ' ' ' ' ' | '

' ' ' ' ' ' ' ' '

' I ' ' ' ' ' ' ' ' '

' ' ' ' ' ' ' ' ' ' '

' ' ' ' ' ' ' ' | ' '

' ' ' ' ' ' ' ' ' '

' ' ' ' ' ' ' ' ' ' '

' ' ' ' ' ' ' ' ' ' '

' ' ' ' ' ' ' ' ' ' '




Al Has Democratized TechnologK

r.u /h@

Create an app when you've Appeal an insurance denial
never coded before

=)

e Excel formulas

Design a personal shopping
assistant

Wri

—

N Build new games Write marketing blogs



For Cyber Security,

Creates new vulnerabilities
that attackers can exploit

Moving at alarming speed, no

N\

Enhances cyber
security

Exercising caution with
deferment to human
expertise
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'ﬁ ChatGPT caused observable surge in

phishing content Jan 2023 to Feb
2023)

ophisticated attacks can be creat
y anyone with ChatGPT accou

And it will get worse
BlackBerry's survey of 1,500 IT and cybersecurity decision-
makers revealed that 51% of respondents believe a succe
cyberattack attributed to ChatGPT will occur within a yéar

Adversaries Wil
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Number of Pieces of Content Created to Inform Adversarial Al

30% +

Sources: Carnegie Mellow University; Gartner:

A 2021 prediction was that
30% of all cyber attacks
were expected to leverage

Attacks Become more adversarial Al in 2022
Frequent and Sevem Il




USING Al TO ATTACK AN ENVIRONMENT

ChatGPT Accelerated Exploit Development

» Increased agility: Vulnerability to code gap closed

« Democratisation: Sophisticated attacks from
amateurs

« Attack chain automation: Land and Expand
accelerated

Simple Source Code Analysis
» Vulnerability discovery
« Threat surface analysis

Al Augmented Social Engineering
» Al-generated phishing attacks system

K&

ATTACKING A DEFENDER'S Al MODEL

Poisoning Attacks — influencing training data orlabels to cause
model to underperform

Evasion Attacks — manipulating data during deployment to
deceive trained classifiers

Model Extraction Attacks — probing a black box ML system to
reconstruct model or extract data it was trained on

Prompt Injection Attacks — injecting malicious data into a promp
directly or via side channels to compromise system
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Al developers focus on rapid feature
development and ecosystem expansion, largely
ignoring security considerations

Impersonation More effective Misinformation Disruption of
and spear- ransomware and the remote workers by
phishing undermining of targeting home
attacks data integrity networks

What Can We

Deepfakes
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Al Advantages in Scale and K
Speed

Hunan Domain Ingest Data at Correlate Massive Faster Detection
Knowledge Base Imense Scale Data Sets and Response
Autogenerated Prediction of next Automateq Automqtic
policies attack troubleshooting adaptation
based on human- based on attacker and by correlating across 1000s to environment and
specified goals and target profile of events from dozens of continuous app
constraints sources deployment

Simulation of

potential attacks to Mining big data Smart autoscaling
et arel il to find botnets to drive better
performance

capabilities
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Al has begun to touch

Areas influenced:

are Detection

I sion Detection / Prevention
Antispam
Vulnerability Management
Social engineering
Data Classification
Threat Intelligence
Penetration testing

Data security




Where We Are

» Sophisticated
point

' protections
»  Nascent Al/ML
capabilities

» Rapidly
changing
attack
surfaces

> —

% & 1 Product design process doesn’'t embrace use of big
| .
T ~1 data for efficacy and ease of use

Isolated thinking about big-picture strategy, and no
urgency to move fast together

(000

Opportunities

Cross-silo data stores, analysis tools, visualisations,
and ingestible events

AN
i e\
m Easy-to-use / add ability to send and land operational
‘. telemetry across all security tools

ne Cyber Security indusﬂcry S
Undertaking




Generative Al can allow ll ﬂ

us to absorb, process, |
and draw conclusions p— -
from data faster than Beterdata N —

ever before

SN @
More willingness to Faster, more
share data focused product
innovation

’ ’ .. but to be fully
realised, we require
cyber security
). products to be more
5&%}% “@F inter- connected into
‘ . the cycle than they've

Better customer Better products ever been

engagement

. m i




Al as a Savior




Arms Race of Offensive & Defensive
Use of GenAl

........

8 & 3023 Garner, Inc. andiar ks affilates. Al nghts resened, Gariner (s 8 regisbarsd trademark of Garnar, Inc. and s afilates,



Plenty of New Cyber
Security ST



There is nothing to fear about Artificial Intelligence, but
security professionals must be clear-eyed about the threat
surface

Adversaries have equal access to the same Al tools that
you have

Data isolation of cyber security information eliminates
potential
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Some words

~ 25 years in the field of Information Security and Cybersecurity

Extensive domestic and international experience in Information Security,
Data Protection and Risk Management Consulting

Passionate about embedding risk into IT and business cultures and aligning
information security and data protection needs with broader business goals
Speaker at numerous events and Author

Master's degree in Information Systems from the Athens University of
Economics and Business

Degree in Mathematics from the University of Patras.

Professional certifications from recognized institutions such as ISC2, ISACA

and IRCA, as well as leading technology suppliers.

CISM @E

The

TU
CRISC. AusTRrIA DPO
Academy




Panagiotis Kalantzis
Cyber Security & Data Privacy Expert,

CISO, vCISO, Cyber Security Strategist &
Board Advisor

in linkedin.com/in/pkalantzis ® kalantzisme & pkalantzis@gmail.com
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